A.l. Flags J Honorlock

Al detected that the students face is no
longer visible during the exam

Student’s face is visible but part of the

Face Label Override

face is obscured

The audio level spiked above a certain
threshold

The student attempted to leave the test
Focus Lost .
window

Right-Click Detected The student attempted to right-click
Copy Detected The student attempted to copy/paste
Print Screen detected Students attempt to print the screen

The student attempted to visit an
Web Traffic unauthorized website or do an internet
search during the exam

Detects use of voice assistant (Siri, Alexa,

Audio Spike

Voice Assi D i
OIEEASSIStant BELECEon Google, Cortana) by keyword ("Hey Siri")

Single voice detected Detects a single person talking

When a person is speaking, capture their
Audio transcript words as text and store in their exam

session
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Live Proctor Pop-in

Low risk:
Appropriate Attire (no shirt)
Background noise
iMessage notification on a mac
Insufficient lighting

Ongoing conversation unrelated to exam content

Medium risk:
Appropriate workspace (Not by a desk or table.)
Headphones
Partially out of view
A secondary device in view
Incomplete room scan (Room scan is not 360 degrees, desk not shown, or

materials not shown)

High Risk:
Out of view
Obstruction of webcam
A search engine in use
A secondary device in use
Third-party assistance
Voice assistance software in use (Such as Siri)
Violation of guidelines

Other suspicious activity




